S,

Hands on Case Study. Applying
Dynamic Network Analysis to
Temporal Netflow Data

Geoffrey Dobson

gdobson@andrew.cmu.edu
June 17, 2016

Center for Computational Analysis of
Social and Organizational Systems
http://www.casos.cs.cmu.edu/

ISTESe Carnegie Mellon


mailto:gdobson@andrew.cmu.edu

Overview
A Graduate
A Apply for jobs
A Land a new job
A Get direction from your customer
A Do your job (the hands on part)
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€« C' | [} jobview.monster.com/Principal-Network-Research-Engineer-Scientist-Job-Burlington-MA-US-16 14.aspx?mescoid=1 0C L Position=2
MONSTER Resumes Jobs Career Resources
7 Getnew similar jobs by email for Enter Your Email Address
Principal Network Research Eng... EMAIL ME JOBS

By continuing you agree to Monster's Privacy policy, Terms of use and use of cookies.

FDHE:W Company n Report this job B Save |+ Email ‘XL All BAE Systems jobs

JOIN BAE SYSTEMS BAE SYSTEMS

View all BAE Systems opportunities Send this to a friend

This job sounds perfect!

Job Description

Jol e Cutting-edge networking and communication research impacting real-
Principal Network world problems.

gfii?]?irscth Engineet/ Who we are:
The BAE Systems’ Cyber & Communications Technologies
Research (CCTR) Group is a leading multidisciplinary
organization dedicated to cyber, networking and

) communications R&D. CCTR is the cyber and communications
. R&D engine for all of BAE Systems North America, yet it runs
Bimnafon, AT like a boutique firm. It's the best of both worldscombining a
small-company feel, in its own facility, with access to a large
company's technology transition paths, customer base, and
other resources. CCTR executes a variety of scientific and
engineering R&D efforts. Join us for amazing R&D
challenges and work on revolutionary networking and
communication technologies that make a direct real-world
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Land a new job
I
Company BAE Systems
Job Title Senior Researcher,Network Science
Workcenter Cyber Situational AwarenessCell
Job Apply network science techniques and
Description expertise to the Cyber Situational
Awareness Cell of a multibillion dollar
international corporation
Source: Rutgers.edu
cASOS
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Do your job

Source: Temple.edu
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Do your job

A Collect Netflow data
A Conduct Dynamic Network Analysis
A Gain better Cyber Situational Awareness
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1. Go to thumb drive -> DAY 6 - Advanced Issues -> Data -> net flow data

Collect Netflow Data

@Ov| | » Computer » Removable Disk (D) » DAY 6 - Advanced Issues » Data b net flow data »

Organize - Share with - MNew folder

p -;. s Name Date modified Type Size
M Desktop i junl_samp.zip 6/17/2016 8:35 AM  Compressed (zipp.. 1,648 KB
14 Downloads i jun2_samp.zip 6/17/2016 8:35 AM  Compressed (zipp.. 1,790 KB
«» Recent Places | jun3_sampazip 6/17/2016 8:35 AM  Compressed (zipp.. 2131 KB
i jund_samp.zip 6/17/2016 835 AM  Compressed (zipp.. 1534 KB
4 ] Libraries | jun5_samp.zip 6/17/2016 8:36 AM  Compressed (zipp... 1,589 KB
b L Documents | jun6_samp.zip 6,/17/2016 8:36 AM  Compressed (zipp.. 2,966 KB
> Music i jun7_samp.zip 6/17/2016 8:36 AM  Compressed (zipp.. 1,324 KB
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Collect Netflow Data

Creat e
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|, » unzipped

1 T Mew folder = - j] ﬁ Organize ~ Include in library ~ Share with ~
Name : Date modified Type Size ';. Ereres Name :

1 junl_samp.zip 6/17/2016 8:35 AM  Compressed (zipp.. 1,648 KB M Desktop ] junl_samp.csv

1 jun2_samp.zip 6/17/2016 8:35 AM  Compressed (zipp.. 1,790 KB i Downloads ] jun2_samp.csv

1 jun3_sampazip 6/17/2016 8:35 AM  Compressed (zipp... 2,131 KB <» Recent Places 5] jun3_samp.csv

i Jund_samp.zip 6/17/2016 8:35 AM  Compressed (Zipp... 1,534 KB ) junéd_samp.csv

1 jun5_samp.zip 6/17/2016 8:36 AM  Compressed (zipp.. 1,589 KB 4 Libraries %] juns_samp.csv

1 jun6_samp.zip 6/17/2016 8:36 AM  Compressed (zipp... 2,966 KB < Documents 5] jun6_samp.csv

| 1 jun7_samp.zip 6/17/2016 8:36 AM  Compressed (zipp.. 1,324 KB ‘ <& Music ] jun7_samp.csv
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Collect Netflow Data

-
4. Open Import Wizard and select Table of network links

&% *ORA-NetScenes 310

File Edit Preferences Data Management Generate Networks Analysis Simulations Visualizations Help

RAM|BIL|AA|R -

Meta-Network Manager # X | apx | Editor 2 x

-
%8 Import Data into ORA-NetScenes -.""‘u
=What would you like to do? Description
5 Design a meta-network Import single-mode table data (.csv or tab delimited)
& Import Excel or text delimited files where each row has data for an item. For example, this
hRectan gle of link values (a matrix) could be address book data where each row contains
a}\ Table of network links data about a particular person.
& Table of node attributes
&R Advanced table
: K}\ Ego network transition tables | |
[#-Import from another network analysis tool
[H-Import from another tool Sample 1 | Sample 2| Sample 3 |
[+-Import XML network data
[ ZI:“En\ptar‘t other data formats
Import Email 1 i ‘ =
& Import from a database ottt d"y | M| OeOmEtn

: Harry ﬂ:lami | Pittsburgh 60 [Salesman

Chris Tucker || Seattle 45 \ Fireman

|| Samuel Jenkins | Seattle (35 \ Salesman
|Alice Carlyle  [Boston |32 ||Consulting |
|1ane Roberts | New York |28 |[Media
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Collect Netflow Data

5. Name the Meta Network

&8 *ORA-NetScenes 3!
File Edit Preferences Data Management Generate Networks Analysis Simulations Visualizations Heip
RAM|EIE| AR

Meta-Network Manager 2 X l apx |Editor 2 x

82 Import Data into ORA-NetScenes ?‘ u
Select a destination: a new Meta-Network, or adding to an existing Meta-Network.
(@) Create a new meta-network with name: | June week 1| l
(") Add to the existing meta-network: { - |
Cancel ] [ < Back ] [ Next > ] [ Finish ;
L e —————
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Collect Netflow Data

6. Browse to files
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